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2003 SEH'SBHFEL TULV\B [SoftEther VPN] ¢
« &N 2003 FENSFFE., tHFREPT 540 HY—)\— TENE, EEHFATHEL AN
FHEFCHAH. BARTERMREFESE, 7,400 #t OHAR{TEZEDEFEZSZA TULD,

« A-T2YV-Z2AW: J0J5LT-RCcEE 30 BT . INE1-45—21HRF 76 £,
1,300 FDI— MEIEEZ. GitHub L THFEDD 7,300 % LU EOI> S 7DIRMR=EZFTEA.

E) SaftEther YPN Ciert Manager -
ST [ —T—— IJ SoftEtherVPN / SoftEtherVPN @Unwatch~ | 600 % Unstar 4977  YFork | 1515
Comeces vpn seheeran id] (Bt 1091, SobferHe.. VPN
¢ Code Issues 211 Pull requests 4 Projects 6 Wiki Insights Settings
5
F soeor v s st T
Softkther VPN (Developer Edition Master Repository): Open Cross-platform Multi-protocol VPN Software. This repository has Edit

experimental codes. Pull requests are welcome. Also, Stable Edition is available on
https://github.com/SoftEtherVPN/SoftEtherVPN_Stable which the non-developer user can stable use. https://www.softether.org/

Manage topics

{725 commits P 1branch © 3 releases 28 55 contributors s View license

N Branch: master v | New pull request Create new file | Upload files | Find file
A=TVY-246#%0 SoftEther VPN 1-H—# (H-/{-5%)
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3,000,000

Softther VPN Chent Manager & 1 VO Semsons. BB soffsher VBN Chent Buld W71

2,500,000

L’g_, Manage VPN Server "vpn1.softether.co.jp"

2,000,000

Virtual Hub Name Status Type User Group Session MACTables  IPTables *
@ EEUNG SEGMENT  Onine Standsione 1 o 2 2 2
@ cHiNATEST Online Standalone 4 0 3 4 [
@ moosta onine Standalone 3 o 2 2 B
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Management of Listeners: 'VPN Server and Network Information and Settings:
Listener List (TCP/IP porty:
i e ﬁ Encyptionand Network | §JE) | Clustering Configuration
Port Number  status Create o 500,000
@ tstening B e | o
dhTCPOS2 Listening Deiete -
hTCP93  Listening 'g o SomIEtor
@TCP1Io4  Listening star | e TCPP Comedtions
@hTCP8SSS Listening ais 0
Beta Version (Pre-release) g@; Edit Config.
1A [ Locl iogesetng weraswtcnseting | (B [ ec/izmsetion | [ [ openven wsssteseing
p ; E
—2#HR —HKEW
B | oyramicons setting m VPN Azure Setting Refresh ext 7 BAE

Current DDNS Hostname: vpn1.softether.net VPN Azure Hostname:  VPn1l.vpnazure.net
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2013 SENSRFELTLS [ VPN Gatel

o [SoftEther VPN %z solcRFEUIE. 5’1‘51-&}_'\_0)1@55;’ 107147 0A= ) 2B L UB A > 45—
Ry N7 2% EI]R I BIcHDO D ENEIRHE VPN > X T I,

PE.A52. 459, 057, SU7, UAE, §5E, JLEABFREDA T -2y Mﬁfiﬂb“ﬁ%ﬂi’.ﬁﬁ
M 2,500 B ADI1=-—J1—Y—(C. BHLK (Google, Wikipedia, GitHub, YouTube ZF) N\

SHA
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DT I A =R E

1L VPN Gate Academic Experimental Project Plugin for SoftEther VPN Client [u] X
=>< ‘h .‘1 VPN Gate Public VPN Relay Servers Academic project at University of Tsukuba, Japan, *}&%{;ﬁm
FilRBY -2 b y
VPN G ate *mim —‘“ 5 @ mm Gain freedom access to Internet by using VPN connectionvia Public VPN Servers provided by volunteers abound the world. Bypass your local malfunctioning firewall's packet | VPN Gate Academic
blocking, and hide your IP address safely. Web Site
/ www.tsukuba.ac j
ﬂs’é"%ﬂaﬁr‘ 7 . 9P 200 Public VPN Relay Servers on the Earth! (Updated at 2021-01-14 00:30:31) Befrash List
- j’!‘(?oﬂ—}b P | ". DDNS Hostname IP Address (Hostname) Region Uptime VPN Sessicns  Line Speed Ping (Google, SE) SSL-VPN (TCP) UDP Support *
ﬂ C ; i £ public-vpn-192.0pengw.... 219.100.37.209 (publi.. Japan 252 days 177 sessions  16.7 Mbps 23,23 443 UDP OK
. E@ public-vpn-113.0pengw.... 218.100.37.100 (publi.. Japan 252days 104 sessions 3.3 Mbps 10,10 443 UDP OK
E@ public-vpn-258.0pengw....  219.100.37.190 (publi.. Japan 252days  83sessions 4.1 Mbps 9,9 443 UDP OK
E@ public-vpn-128.cpengw... 219.100.37.75 (public-.. Japan 115days 136 sessions  262.9 Mbps 26,26 443 UDP 0K
@pubhc'vpn—ﬁkopengw.na 219.100.37.23 (public-...  Japan 252 days 96 sessions 6.1 Mbps 9,9 443 uDP OK
@pubhc-vpn-fiﬁ‘opengw.nat 219.100.37.10 (public-..  Japan 96 days 75 sessions. 6.8 Mbps 8.8 443 UDP OK
£ public-vpn-197.opengw... 219.100.37.211 (publi..  Japan 252days 119 sessions 3.8 Mbps 88 443 UDP OK
E@ public-vpn-216.0pengw... 218.100.37.217 (publi..  Japan 252days 113 sessions 4.0 Mbps 1,1 443 UDP OK
“ w E@public-vpn-207.opengw... 219.100.37.167 (publi..  Japan 252days 104 sessions  161.2 Mbps 12,12 443 UDP OK
= /=~ 9—7“) I\ "j—/ \ — E@ public-vpn-07.cpengw.net  219.100.37.83 (public-.. Japan 115days 114 sessions 3.4 Mbps 19,19 443 UDP OK
VP N Gate 9 71, ) / t\ @pubhc'vpn—ﬂiopengw. 219.100.37.93 (public-... Japan 115days 59 sessions 4.0 Mbps 22,22 443 uDP OK
I" 1 I}\J /{ \/ /)) T Z‘\/, |>\ 'f’!;‘y‘\ ,{ \/ /)) s /‘(\‘y }\ @pubhc-vpn-ﬂZ‘Dpengw.”. 219.100.37.149 (publi...  Japan 230days 156 sessions 3.9 Mbps 10,10 443 UDP CK
i | AR AAC -~ S Ed public-vpn-201.0pengw... 219.100.37.212 (publi..  Japan 252days 124 sessions 4.4 Mbps 9,9 443 UDP OK
r £ public-vpn-44.opengu.net  219.100.37.8 (public-v..  Japan 252days  B5sessions 3.3 Mbps 10,10 443 UDP OK
E@ public-vpn-45.0pengw.net  219.100.37.9 (public-v.. Japan 43days  O7sessions 29,7 Mbps 20,20 443 UDP OK
E@ public-vpn-158.cpengw... 219.100.37.123 (publi..  Japan 252days  SBsessions 5.9 Mbps 20,29 443 UDP 0K
@pubhc'vpn—EZS‘Dpengw.”. 219.100.37.169 (publi..  Japan 252 days 91 sessions 3.8 Mbps 12,12 443 uDP OK
@pubhc-van 84.opengw... 219.100.37.162 (publi..  Japan 252 days 109 sessions 8.6 Mbps 14,14 443 UDP CK
@pubhc-vpn-222‘Dpengw.”. 219.100.37.184 (publi..  Japan 252 days 89 sessions 3.7 Mbps 25,25 443 UDP OK
£ public-vpn-153.0pengw... 219.100.37.109 (publi.. Japan 252days 141 sessions 4.4 Mbps 20,20 443 UDP OK
E@ public-vpn-130.0pengw....  218.100.37.90 [public-.. Japan 115days  71sessions 4.7 Mbps 13,13 443 UDP OK
E@ public-vpn-255.0pengw.... 219.100.37.224 (publi..  Japan 252days 161 sessions  34.2 Mbps 18,18 443 UDP OK
E@vpn809416061.opengw... 222.226.218.28 KoreaRepublic of 17 days  62sessions  122,0 Mbps 22,22 1581 UDP 0K
@vpn?ED?SNEB.opengw‘..‘ 27.92.131.210 Japan 21 days 50 sessions 57.5 Mbps 3,3 1885 UDP CK
EAvon608797800.00enaw.... 121.86.185.65 (121-B..  Japan 12 davs 52 sessions 72.3 Mbps 1.1 1403 UDP OK v
< >
A VPN Server with higher Line Speed [measured by Mbps) and smaller Ping result are usually mare comfortable to use. You might be able to browse websites which are normally unreachable from your area if
you use VPN servers that are not in your area.
L R Connect to the VPN Server 6
Implemantad 25 3 phug-in for SoftEthar VPN, (c) VPN Gate Project at Universiy of Tsukubs, Japan,
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1. Microsoft ftDHHLA T U FF
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MICROSOFT

Paul G. Allen
Vice President

™ &=YD
Microsoft 1@
D 54D Microsoft 1= (1975 &F) 2R ?

ey e (FEBD I\ —FEWSHLRELH)

Get yourself a trained mouse.

Microsoft BASIC
(MITS Altair 8800 FHDFT—2)
(1975 £F)

https://channel9.msdn.com/Series/History/The-
History-of-Microsoft-1984 4t} © Microsoft

The mightiest mouse

N Microsoft ht 1981 FEHFIFE->TL\E N MS-DOS (1981 £E ~)
UNIX JREE 0S [XENIX (FZwHX) ] 14
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Steve Jobs’ First Business Was Selling Blue
Box That Allowed Users To Make Free Calls

Illegally

By Amar Shekhar - January 19, 2016

FUDSA ‘0 ;
Uiy ! ! A ‘ R TARTS 177 OCT

~ Amazon Great Indian Festival Sale
G\%

2020 Dates, Best Deals

Manik Berry - October 14, 2020

Short Bytes: The Blue box was designed in 1972 by Jobs’ close friend and

future co-founder of Apple, Steve Wozniak. Marketing man Steve Jobs came
up with the idea of selling those boxes to the public. They even made

around $6000 but they had to give up the idea of Blue box venture

eventually. Apple Launches iPhone 12 Pro And

Pro Max: 5G, LiDAR, MagSafe,

he blue box worked by producing certain tones that :::::mm B

were used in the telephone system to switch long T
distance calls. These blue boxes were in sync with AT&T
B
https://fossbytes.com/steve-jobs-frist-
business-was-selling-blue-box-that-
allowed-users-to-get-free-phone-
service-illegly/ ].6

telephone services on 2600 Hz. So, one can make any long

distance call using these boxes.

A user could use the blue box to enter into the operator

mode. Once entered into the operator mode, More
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Gameplay image of Space Travel

Ken Thompson #

Ken Thompson

Multics, GECOS, PDP-7
1969

Simulation game

Single-player
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From the computer behind Great Firewall;

>ping 8.8.8.8
Pinging google-public-dns-a.google.com [8.8.8.8] with 32
bytes of data:

Reply from 8.8.8.8: bytes=32 time=159ms TTL=238
Reply from 8.8.8.8: bytes=32 time=143ms TTL=238
Reply from 8.8.8.8: bytes=32 time=141ms TTL=238
Reply from 8.8.8.8: bytes=32 time=148ms TTL=238
Reply from 8.8.8.8: bytes=32 time=144ms TTL=238
Request timed

Request timed out. Great Firewall ZiE<H,
Sipetierision FRAREN51> hO—-IVU. £E

Request timed

Request timed .:%:\0) IP 7"»1&@%3&5:&
Request timed . (:ﬁ!szJo

Request timed
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VPN Gate: A Volunteer-Organized Public VPN Relay System with
Blocking Resistance for Bypassing Government Censorship Firewalls

Operational Systems Track

Daigu Nobori and Yasushi Shinjo
Department of Computer Science, University of Toukuba, Japan

Abstract
VPN Gate is a public VPN relay service designed to
achieve blocking resistance to censorship firewalls such
as the Great Firewall (GFW) of China. To achieve such.
resistance, we organize many voluateers fo provide a
PN relay service, with many changing IP addresses. To

firewalls such s the GFW. We call this system VPN Gate

To achieve blocking resistance, VPN Gate uses fre-

quently changing TP addresses that are provided by vol-

ateers. The central lis sexves, called the PPN Gafe List

Server, manages a list of the IP addresses of all active

VPN servers. We call his lis the Server List. A user can
Listand

block VPN Gate with i
ities must find the TP addresses of all the vohuateers. To
prevent this, we adopted two techniques 1o improve
blocking resistance The firsttechnique i to mix a mum-
ber of innocent TP addresses into the relay server list pro-
vided to the public. The second fechnique is collabora-
five spy detection. The volunteer servers work together
to create a list of spies, meaning the computers used by
censorship authorities to probe the volunteer servers. Us-
ing this list, each vohunteer server ignores packets from
spies. We launched VPN Gate on March 8, 2013. By the
end of August it had about 3,000 daily voluateers using
6300 unique TP addresses to facilitate 464,000 VPN
comnections fiom wsers worldwide, including 45,000
‘comnections and 9,000 unique IP addresses from China

At the time VPN Gate maintained about 70% of volun-
teer VPN servers as unblocked by the GFW.

1. Introduction
couatries in the world have censorship firewalls
operated by their goverments to probibit access to serv-
e in foreign couatries. For instance, the Great Firewall
(GFW) of China blocks access to Twitter, Facebook. and
YouTube. Infemet users in couaries subject fo censor-
offen use overseas public relay servers fo bypass
censorship firewalls. Public proxies, VPN serves. and
‘Tornodes [7] are popular examples of such relay servers.
Usually. the TP addresses of relay servers are publically
available for user convenience. A censorship authority
can easily block these relays, however, by adding the IP
‘addresses to its firewall blocking lst. Moreover, the Chi-
nese authority. in scans for ualisted Tor nodes
‘and blocks them automatically [19] Tor relays curently
have no blocking resistance [12] against such scanning

activities.

In this research, we have built a public VPN relay
server system with blocking resistance to censorship

et PCto
an active VPN server in the list. The user can then com-
‘nmumicate with blocked Intemet servers through the ac-
tive VPN server. It is hard for a censorship authority to
lock all the active VPN servers in VEN Gate.

Ttis important for anti-censorship systems to achieve
blocking resistance. We adopted two techniques for
blocking resistance: innoceat P miving and collabora-
tive spy detection. In innocent IP mixing, we include a
‘mnmber of P addresses, which are uarelated to VPN
Gate, in the Server List. For instance, we incude vitally
important servers (e.g.. Windows Update servers). This
technique forces a censorship authority to remove inno-
cent IP addresses from the Server List before adding ad-
dresses 1o the firewall blocking list. The second tech-
‘nique, collaborative spy detection. sesks probing activi-
ties from censorship anthority’s computers, called spies
In this technique all the voluateer VPN servers work to-
gether to create a source IP address List of spies, called
he Spy List, and they ignore probing packets fiom spies.
etween the IP addresses of active VPN servers and in-
‘mocent IP addresses or those of inactive VPN servers

The VPN Gate system consists of instances of the
VPN Gate Server software, an optional application, the
VPN Gate Client software, and a central List Server. Vol
unteers ean easily install and exscute VPN Gate Server
For instance, volunteers don't have to configure Network
Address Translation (NAT) boxes to open TCP/UDP
ports. Users can connect to VPN Gate Server with a Se-
cure Sockets Layer (SSL)-VPN protocol by using VPN
Gate Client. Users canalso connect to a VPN server with
the LITP/TPsec, OpenVEN, and MS-SSTP protocols by
using the built-in OS-provided VPN elients ca PCs and

As for the third piece of the system. our re-
search proup runs the VPN Gate List Server which ac-
cepts registration from volunteer servers, generates the
Server List, and distributes i to users.

USENIX Association Tith USENIX
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